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How to set Authenticated LAN Port
(For Windows 10)

Introduction

Please follow the below steps to set up for Authenticated LAN Port system provided by
information science and technology center. It needs for initial setting.

Procedure to Set up

1. Make sure the LAN cable is not connected.
2. Click [Start] menu and scroll down to find [Windows system tool] folder.
3. Click [ Control panel]




[ » Control Panel »

+ | 43 || search Control Panet

File Edit View Tools Help

Adjust your computer’s settings

il [System and Securi
. Review your COMpUTer s status
Back up your computer

Find and fix problems

Network and Internet
M View network status and tasks

“==2.,  Choose homegroup and sharing options

./ Hardware and Sound
View devices and printers
7

Add a device

Programs

Uninstall a program

Viewby: Category *

User Accounts and Family Safety
) Add or remove user accounts
) Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust sereen resolution

Clock, Language, and Region
Change keyboards or other input methods
Change display language

Ease of Access
Let Windows suggest settings
Optimize visual display

5. Click [Administrative Tools].
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File

Edit View Tools Help

Control Panel Home Action Center

* System and Security

MNetwork and Internet
Windows Firewall
Check firewall status

Hardware and Sound

Programs

System

User Accounts and Family
Safety

Appearance and
Personalization

'@'Allow remote access

l;. » Windows Update
Cleck, Language, and Region (

Ease of Access .
Power Options

s Backup and Restore

Back up your computer
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Flash Player (32-bit)

'@'View event logs

6. Double click [Services]

Turn automatic updating on or off

m Dell Command | Update

Review your computer's status and resclve issues
Troubleshoot common computer problems

View amount of RAM and processor speed
See the name of this computer

Require a password when the computer wakes
Change when the computer sleeps

8% BitLocker Drive Encryption
Protect your computer by encrypting data on your disk

Check for updates

Allow a program through Windows Firewall

Restore files frem backup

'@' Change User Account Control settings
Restore your computer to an earlier time

Check the Windows Experience Index
'@'De\rice Manager

View installed updates

Change what the power buttons do

Manage BitLocker

IAdministrative Toolsl
TEE Up dISK space ragment your hard drive @'Create and format hard disk partitions

@Scheduletasks



" -~ [ « System and Security » Administrative Tools - Search Administrative Tools

File Edit View Tools Help

Organize « Burn = -~ [ @
<% Favorites Name . Date moedified Type Size
& Downloads |;j- Component Services 2009/07/14 13:57 Shortcut 2KB
‘l"__-_| Recent Places E‘J Computer Management 2009/07/14 13:54 Shortcut 2KB
@) Creative Cloud Files ['ata Sources (ODBC) 2009,/07/14 13:53 Shortcut 2KB
Bl Desktop {#l] Event Viewer 2009/07/14 13:54 Shortcut 2KB
@', iSCSI Initiator 2009/07/14 13:54 Shortcut 2 KB
;a Libraries @ Local Security Policy 2011,/02/11 1:48 Shortcut 2KB
[4 Documents (&) Performance Monitor 2009/07/14 13:53 Shortcut 2KB
J’ Music Print Management 2011/02/11 1:48 Shortcut 2KB
[E5] Pictures 2009,/07/14 13:54 Shortcut 2KB
B videos ystem Lonfiguration 2009/07/14 13:53 Shortcut 2 KB
@ Task Scheduler 2009/07/14 13:54 Shortcut 2 KB
- Computer @ Windows Firewall with Advanced Security ~ 2009/07/14 13:54 Shortcut 2ZKB
&, os(cy @8 Windows Memory Diagnostic 2009/07/14 13:53 Shortcut 2KB
@ Windows PowerShell Modules 2009,/07/14 14:32 Shortcut 3 KB
“! Network



7. Select [Standard] tag and Scroll down and Right click [Wired Auto config] and then
select [properties]
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8. Select [General] tag
Change [startup type] to [Automatic]
Check Service status is [Stopped]
Click [Start] button

General | Log On | Recovery | Dependencies |

Service name: dot3ave

Display name: Wired AutoCorfig

Descrintion: e Wired AutoConfig (DO TISVC) service is -
escription Fehsponsjme for performing IEEE 802 1X

Path to executable:
CA¥Windows#¥system3Zésvchost exe & Local SystemMNetworkRestricted

I Startup type: | Automatic - I

Help me configure service startup options.

I Service status:  Stopped I

Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

ok [Comen J [ omb )




9. Make sure that [Service status] is “started”
Check [Stop] button is active
Click [Apply]

General | Log Cn | Recovery | Dependencies

Service name: dot 3svc

Display name: Wired AutoConfig

Descrintion: The Wired AutoCaorfig (DOT3ISVC) service is -
escription responsible for pefforming |IEEE 802.1%

Path to executable:
C¥Windows¥system 32¥svchost exe 4 Local System Metwork Restricted

Startup type: [Fu.rtomatic -

Help me corfigure service startup options.

Service status: Started

ou can specify the start parameters that apply when you start the service
from here.

| ok || cance | Apply

10. Close [Wired AutoConfid Properties]
11. Click [Start] menu and scroll down to find [Windows system tool] folder.
Click [Control panel]

See all your mail in one place

16 @ BB

And more...




12. Click [Network and Internet]

ee

File Edit

@ v Control Panel »

- Search Control Panel Fel

View Tools

Help

Adjust your computer's settings

System and Security
Review your computer's status
Back up your computer

Find and fix problems

Network and Internet

IEW NETWOTK STatus and tasks

L

, / Hardware and Sound
View devices and printers
Add a device

Programs

Uninstall a program

Choose hemegroup and sharing options

View by:  Category ~

User Accounts and Family Safety
'@'Add oF remove user accounts
'@' Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktep background

Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input methods
Change display language

Ease of Access
Let Windows suggest settings
Optimize visual display

13. Click [Network and Sharing Center]

@U-FEF » Control Panel » Network and Internet »

= [ €2 | [ Search Control Panet

View network status and tasks

File Edit View Tools Help
L Control Panel Home
System and Security
* Network and Internet
Hardware and Sound Q

Safety

Programs

User Accounts and Family

Appearance and
Personalization

Clock, Language, and Region

Ease of Access

14. Click [Change adapter settings]

HomeGroup
Choose homegroup and sharing options

View network computers and devices

Internet Options
Change your homepage
Delete browsing history and cookies

& Inietwork and Sharing Cenrer |
7.-_; MNetwork and Sharing Center

Connect to a network
Add a wireless device to the network

Manage browser add-ons

=83 = |

M} Control Panel » Metwork and Internet » Network and Sharing Center

- | +3 | | Search Control Panel

Control Panel Home

settings

See also
HomeGroup
Internet Options

Windows Firewall

File Edit View Tools

Change adapter settings

Change advanced sharing

Help

Wiew your basic network information and set up connections

¥
IMO409-PC
(This computer)

Wiew your active networks

Network 2
Public network

Change your networking settings

~

Network 2

ﬁ- Set up a new connection or network

-,

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

4y Connectto a network

@

Internet

Connect or disconnect

Internet
Connections: @ Local Area Connection

Access type:

Connect or reconnect to a wireless, wired, dial-up, or VPM network cennection,

Choose homegreup and sharing opticns

Access files and printers located on other network computers, or change sharing settings.

@ Troubleshoot problems

Diagnose and repair netwerk problems, or get troubleshecting information.

See full map




15. Select [Local Area Connection] or [Ethernet] and right click choose [Properties]

i r C » Network » Network C i > v | 9 [l Search Netwonk Connections F)

File Edit WView Tock Advanced Help
Organize » Disable thes network device Diagnose tf hes connection Rename this connection  » - 0 @

16. Click [Authentication] tag
If you cannot see [Authentication] tag, go back to Step 1 and do the process again

‘ Networking Ithrvﬁcation I

Select this option to provide authenticated network access for
this Ethemet adapter.

[¥] Enable IEEE 802.1X authentication

Choose a network authentication method:

[Microscf: Protected EAP (PEAF) =] [ setings |

[7] Remember my credertials for this connection each
time Im logged on

[¥] Fallback to unauthorzed network access

Addtional Settings...

17. Check [Enable IEEE802.1X authentication]
Select [Microsoft: Protected EAP (PEAP)]
Check [Fallback to unauthorized network access]

. Metworking Al.nhenhcatlon]

Select this option to provide authenticated network access for
this Ethemet adapter.

| [¥] Enable IEEE 802.1X authentication |

Choose a network authentication method:

Fbwm;PmmEAPuka} '|| Setings |

[¥] Remember my credentials for this connection sach
time I'm logged on

I [¥] Fallback to unauthorized network access I

Additional Settings...




18. Click [Settings]

Metworking | Authentication

Select this option to provide authenticated network access for
this Ethemet adapter.

[¥] Enable IEEE 802.1X authentication

Choose a network authentication method:

[Microsoft: Protected EAP (PEAP) ] | Setings |

Remember my credentials for this connection sach
time I'm logged on

[¥] Fallback to unauthorized network access

Lok [ Conce

19. Uncheck [Validate server certificate]
Select [Secured password (EAP-MSCHAPV2)]

When connecting:

- validate server certificate I

|| connect to these servers:

Trusted Root Certification Autharities
&
[C] AC Raiz Certicdmara 5.A.
[T AC RATZ DNIE

[] AC RAIZ FNMT-RCM
ACEDICOM Root

[F] AchLE

Actalis Authentication CA G1 -
< 1 |

>

[]Da not prompt user to authorize new servers or trusted
certification authorities,

Select Authentication Method:

[ secured password (EAP-MSCHAP v2) | | configure... |
[¥] Enable Fast Reconnect

[] Enforce Network Access Protection

|| Disconnect if server does not present cryptobinding TLV

[|Enable Identity Privacy |

ok || cancel




20. Click [Configure...]

21. Uncheck [Automatically use my Windows logon name and password(and domain if

any)
Click [OK]

EAP MSCHAPV2 Properties | ® |

When connecting:
[ validate server certificate

Connect to these servers:

Trusted Root Certification Authorities

] 424 Certfcate Services | -
[ AC Raiz Certicimara 5.A. N
[T] AC RAIZ DNIE

[ AC RAIZ FNMT-RCM

[] ACEDICOM Root

[] acns

[ Actalis Authentication CA G1 -

< 1 | »

Do not prompt user to authorize new servers or trusted
certification authorities,

Select Authentication Method:

[Secured password (EAP-MSCHAP v2) v Lconfigure .. |
Enable Fast Reconnect

[] Enforee Network Access Protection

[ Disconnect if server does not present cryptobinding TLV

["] Enable Identity Privacy

Lo J[ ool

22. Click [OK]

When connecting:

1 Automatically use my Windows logon name and
password (and domain f any).

When connecting:
[ validate server certificate

Connect to these servers:

Trusted Root Certification Authorities
5] -
[C] AC Raiz Certicamara 5.A. A
[7] AC RAIZ DNIE

[] AC RAIZ FNMT-RCM

[~ ACEDICOM Root

[ acnus

[ Actalis Authentication CA G1

« 1 ]

Do not prompt user to authorize new servers or trusted
certification authorities

Select Authentication Method:

[Secured password (EAP-MSCHAP v2) | [ configure... |

Enable Fast Reconnect

[T|Enforce Network Access Protection

[ Disconnect if server does not present cryptobinding TLV
[ Enable Identity Privacy

] Com )




23. Click [Additional Settings]

Select thiz option to provide autheniicated network access for
this Ethemet adapter.

[#] Enable IEEE 802.1X authentication

Choose a network authentication method:
[Microsoft: Protected EAP (PEAP) | [ Setings |

|| Remember my credertials for this connection each
time I'm logged on

|| Fallback to unauthorzed network access

24. Click [Specify authentication mode]
Select [User authentication]
Uncheck [Enable sign on for this network]

Click [OK]
802, 1¥ settings

Specify authentication mode I

Eser authentication - I Save credentials

Delete credentials for all users

["]Enable single sign on for this network

(@ Perform immediately before user logon
Perform immediately after user logon

Maximum delay (seconds);

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

25. Close [Advanced settings]
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How to connect to the Internet

Connect LAN cable to your PC
Enter [network ID]and [password]
Click [OK]

Windows t7F2ll74

i T )

OK

et

11




